SafePass™

CapRock’s web content filtering service

CapRock’s SafePass is a web filtering solution
designed to provide secure content management
and protection from Internet-based threats.
Available in three scalable packages, CapRock’s
SafePass features a variety of monitoring,

blocking and reporting capabilities.

BENEFITS

Improves network resources

Minimizes malware and spyware

Enables centralized control across all sites

Enforces acceptable use and security policies (AUP)

MONITORS, BLOCKS AND REPORTS"

Anonymous Proxy and Hacking

Sites designed to bypass content filters and security

Chat and Chat Extended
Protocols related to Instant Messaging and

chat applications

Offensive Content
Sites and streaming content advocating

illegal or inappropriate acts

* encrypted traffic not included
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Activity Overview

Device Name: 10.192.0.61
Date Range: 2009-12-28 - 2010-01-03

Total Accesses: 2,666,550

Top Protocols Activity by Time

Accesses (Thousands) per Hour

Mbittorrent
Dedonkey
Hothers

Top 5 Domains (of 18,785)

#  Domain Accesses

1 mailgoogle.com 6.35% 169,364 82.61%
2 Im-in-f189.1e100.net 467% 124522 100.00%
3 fsbwserver f-secure.com 181% 48,286 0.00%
4 myship.com 177% 47,185 0.00%
5 google.com 1.28% 34,115 3.77%

Top 5 Users (of 15)

#

1 sv nautil - lead- 78.4.291.62 16.70% 445,253 4.35%
2 sv nautil - seavu 115-10.273.1.137 16.44% 438,466 61.42%
3 sv nautil - esmeralda-76.2.291.10 12.56% 334,823 7.92%
4 sv nautil - nemo-76.9.231.16 8.40% 224,073 12.88%
5 sv nautil - verne141-17.243.1.261 7.14% 190,279 1.76%

5,755

1,971
3,344
3,206
2,663

Top 5 Categories (of 51)

# Category Percent of Accesses es: Blocked

1 Web E-Mail 7.43% 198,250 70.57% 15 104

2 Technology 6.76% 180,181 0.01% 15 1,163

3 Advertising 4.73% 126,093 0.00% 15 570

4 Portal 4.52% 120,550 291% 15 518

5 Web Search 3.86% 103,005 1.39% 15 234
Peer-to-Peer

Protocols related to file sharing applications

such as Kazaa™ and Gnutella™

Streaming Content
Skype™, Real Player™ and Media Player™ applications




SafePass™

CapRock’s web content filtering service

AT-A-GLANCE SERVICE FEATURES

> Hourly automatic updates of monitored URLs

> Security hosted off customer network

> No equipment to deploy or maintain at remote site

> Seamless integration into CapRock’s VSAT solution
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CapRock manages the SafePass filtering appliance, enabling customers to maintain focus on their core business.

CapRock

www.caprock.com | +| 832-668-2300

© 2010 CapRock Communications, Inc. All rights reserved. Product and service specifications are subject to change without notice. All
information is believed to be accurate at the time of publication. CapRock Communications does not assume responsibility for errors that
may appear in this document. This document is not an offer for sale of any product or service. Provision of services is conditioned upon
execution of a service agreement. Other terms and conditions may apply. CapRock, CapRock Communications, CapRock Government
Solutions, SeaAccess Communications, AssetTrax, NetSpot, SafePass, IPxpress, Reliability to the Extreme, Mission-Critical Meets World-
Class, and World-Class Communications Anywhere in the World™ are trademarks of CapRock Communications, Inc. All other trademarks
and service marks are the property of their respective owners. v04.2010




